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Negotiating Application 
Service Provider Agreements
Understanding the Upsides and Downsides of ASPs

Sometimes access to the application is 
referred to as a “service” and the agree-
ment is called a “services agreement” (as 
opposed to a license agreement). From the 
user’s perspective, this should not change 
the approach to negotiating the agreement. 
Updates and upgrades are performed on 
the software vendor’s site with minimal 
impact to the user’s system. The main ben-
efit of using this model is low upfront costs. 
The risks of using this model are that the 
license is usually term-based and the user’s 
ability to customize the application for its 
own particular use may be limited.

This column addresses significant 
issues that must be addressed in ASP 
agreements. General software license 
agreement issues must also be addressed 
in addition to those raised in this article.

Data

In most ASP arrangements, the software 
vendor will maintain the user’s data on 
hardware physically located at the soft-
ware vendor’s site. In some instances, the 
user may not even be capable of retaining 
a copy of the data that will be provided to 
the software vendor. For this reason, it is 
essential to address several issues relating 
to the user’s data in an ASP agreement. 

Data ownership. It is important to 

make clear that all data provided to the 
software vendor will remain the prop-
erty of the user and cannot be used for 
any purpose other than those specified 
in the agreement.

Data security and access. Data secu-
rity and access must be addressed in all 
ASP agreements, especially if the soft-
ware vendor will be storing the user’s data 
at the software vendor’s site. These issues 
are even more significant if the user will 
not retain a copy of the data being stored 
by the vendor.

The user should ensure that its data will 
be maintained securely while in the pos-
session of the software vendor. Depend-
ing on the importance and sensitivity of 
the data the user can include specific lan-
guage regarding the particular obligations 
of the software vendor with regard to 
keeping the data secure. For example, the 
user can specify in the agreement which 
individuals will have access to the user’s 
data, where it will be stored and how it 
can be accessed.

The security provisions of the user’s busi-
ness associate agreement may cover this 
issue with regard to patient-related infor-
mation, but the business associate agree-
ment will likely not be sufficient to protect 
all of the user’s data security interests.

Disaster Recovery

As the user is dependent on the software 
vendor’s hardware and environment to 
provide access to the software application, 
the user should include a provision in the 
agreement requiring the software vendor 
to follow a disaster recovery plan that 
will ensure limited downtime and data 
loss. The disaster recovery plan should 
include provisions for backup storage of 
data at an off-site location and user access 
to the software application and data from 
a backup site. As each situation is unique, 
the user should request to review the soft-
ware vendor’s disaster recovery plan. If 
the plan the software vendor has in place 
is acceptable to the user, the user can then 
attach the plan to the ASP agreement as 
an exhibit, and reference the exhibit in the 
body of the contract.

Transition Services

Upon termination of the ASP agreement 
the user will likely need to transition to 
another third-party solution or one hosted 
by the user itself. As circumstances sur-
rounding termination of an agreement can 
vary, it can be very advantageous to include 
language in an ASP agreement obligating 
the software vendor, after termination of 
the agreement, to continue to provide ser-
vices and access to the software application 
until the user has transitioned to the new 
system. This may include assisting with 
the migration of data to the new system. 
Absent a vendor breach, the user will likely 
be required to pay for such services.

Renewal Issues 

As with any agreement that provides ser-
vices or products on a renewable term 
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basis, the user should include language 
that gives the user control over whether 
the agreement will continue to renew 
after the initial term. If such language 
is not included, the user may encounter 
several problems at the end of the initial 
term. First, due to the fact that the user 
has likely made an institutional commit-
ment the hosted software application, the 
software vendor will have significantly 
greater bargaining power regarding the 
pricing and terms governing the renewal 
term. Second, the software vendor may 
choose not to renew the agreement, in 
which case the user may have limited time 
to find a replacement application. At a 
minimum, the agreement should require 
the software vendor to commit to an 
agreed upon number of renewal terms. In 
addition, the user should limit increases 
to the fees charged by the software vendor 
which are paid on a recurring basis for 
each renewal term.

Service Levels

Uptime and response time. Of particu-
lar importance in an ASP agreement is 
the uptime and system response time rep-
resentations. The software vendor should 
represent that the application will be 
available to the user a certain percentage 
of the time during a designated period. 
The software vendor also should rep-
resent that the application will respond 
within a certain amount of time to the 
user’s commands. Any failure to achieve 
the agreed upon uptime and response 
service levels should result in a credit of 
some percentage of the hosting and/or 
license fee. This response time guaran-
tee should not be confused with support 
response time representations regarding 
the software vendor’s time limitations to 
respond to support requests. The uptime 
and response time service level provision 
in an agreement should address the fol-
lowing questions: 

Over what period of time will the uptime 
and response time calculation be made 
(weekly, monthly, quarterly, annually)?

What hours should the application be avail-
able or meet the response time representations 
(e.g., 24 hours per day, seven days per week; 8 
a.m. to 5 p.m., Monday through Friday).

What constitutes downtime and res-
ponse time?

•

•

•

Credits. The service level provision 
should set forth the consequences of not 
meeting the service level representations, 
which is typically a credit to the user. 
Credits should increase as the level of 
failure increases. The credits are usually 
expressed as a percentage of the periodic 
license or hosting fee. The user should also 
include the additional protection of the 
right to terminate the agreement for signifi-
cant or chronic failures to meet the uptime 
and response time guarantees.

The user should keep in mind that a 
credit is only helpful if the agreement 
continues. Therefore, the agreement 
should make clear that the user should be 
given a refund in lieu of a credit if there 
are no more invoices to be issued under 
the agreement. The user should strongly 
resist any attempt by the software vendor 
to make these credits sole and exclusive 
remedies.

Scheduled maintenance. As sched-
uled maintenance time is not included as 
downtime or poor response time, the user 
should specify when scheduled mainte-
nance should occur, the maximum num-
ber of hours per month scheduled main-
tenance will be performed, and that the 
software vendor will notify the user in 
advance of any scheduled maintenance to 
be performed.

Reporting. The user and software 
vendor should agree how the service 
level guarantees will be monitored. If the 
software vendor will be providing the 
data, the data should be sufficient for the 
user to make the applicable calculations 
regarding the service level performance. If 
the user has access to the relevant infor-
mation regarding the performance of the 
application, the service level provision 
should state that the user’s data regarding 
performance will be used to calculate the 
service level performance.

Hosting Environment

The user should consider including a pro-
vision clearly specifying the parties’ obli-
gations with regard to the hosting envi-
ronment that the software vendor will 
utilize to provide the hosting services. For 
the most part, this provision must make 
clear that the software vendor is respon-
sible for the acquisition and maintenance 
of all hardware and software required for 

the hosting environment. If additional 
hardware and/or software is necessary for 
the software vendor to meet its contractu-
al obligations, the software vendor must 
provide such hardware and software at 
no charge to user. The user may also want 
to consider including a specific listing or 
diagram of the hardware and software 
the software vendor will be utilizing, but 
allowing for upgrades, updates, enhance-
ments and expansion as required.

Healthcare IT users that have made the 
decision to contract with a vendor that 
provides access to its software remotely 
should consider the following questions: 
What data will the user send to the ven-
dor? Will the vendor have the only copy of 
the data? How sensitive is the data? What 
procedures does the vendor have in place 
to securely store the user’s data? What 
are the vendor’s disaster recovery proce-
dures? What rights does the vendor have 
to terminate the agreement? What will the 
user do when the agreement expires or is 
terminated? How will the user transition 
to a replacement system? What contractu-
al representations does the user have that 
the system will perform as anticipated? 
Does the user want to require the vendor 
to use certain equipment and software in 
its hosting environment?

Negotiating ASP agreements is similar 
in many respects to negotiating a standard 
software license agreement, but the user 
must be aware of the additional issues dis-
cussed above to protect its business and 
legal interests. JHIM
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